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Overview
• The Responsibility
• Why do you have data?
• How do you protect data?
• What are the risks?
• Key areas for compliance – checklist
• Top tips
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Responsibility
• Data controllers must show that personal data is:
1. Processed lawfully, fairly, and transparently
2. Specific, explicit and legitimate purposes
3. Adequate, relevant and limited
4. Kept up to date
5. As long is necessary
6. Secure
7. Processed in line with DS rights
8. Not transferred to countries outside EU without protection
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Why do you have data?
• Legal bases for processing personal data
• Public task
• Legal/Regulatory Obligation
• Vital Interest
• Legitimate Interest
• Contracts
• Consent
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How do you protect data?
• Cyber-security - investment in technology
• Physical security
• Good procedural practice
• Privacy Notice
• Privacy Policy

• Record-keeping
• Secure deletion
• GDPR clauses in supplier contracts
• Co-Processor Schedules to Contracts
• Notifications of Breach to ICO
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What are the risks?
• Fines – up to £17m or 4% worldwide turnover
• Claims from DS monetary and non-monetary
• Reputational damage
• Loss of management time
• Regulatory enforcement
• Audit
• Temporary & permanent bans on processing, public warning notices
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Key areas for compliance – checklist
1. Data audit
2. Whether contracts contain GDPR compliant data protection
clauses?
3. Meet the GDPR standard for protecting personal data from a
technological and organisational standpoint
4. Consent wording - GDPR compliant
5. GDPR compliant policies
6. Understand how you would comply with new data subject access
rights
7. If required, designate a Data Protection Officer
8. Take certain key steps to mitigate against the potential impact of an
ICO audit
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GDPR top tips
• If you do share, beware!
• Review compliance areas
• Fines are less likely to be imposed where organisations have
demonstrated that they are trying to comply with GDPR
• Look at ICO resources to keep updated
• Helpline
• E-newsletter
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Recently publicised – Hacking related breaches
• University of Greenwich – FINED £120,000 (May 2018)
• A microsite was not closed/secured. Hackers gained access to personal
information of nearly 20,000 people.

• See also British Airways (Aug/Sept 2018) – large fine anticipated
• Cambridge Analytica
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Agenda
• Bribery Act
• Adequate Procedures
• Company policies
• Specific bribery risks
• Fraud offences
• Health & Safety incident response
• Crisis management
• HSE investigations
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The Law - Bribery Act
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Setting the scene – what is bribery?
• What is Bribery?
• The Bribery Act 2010
• “Giving or receiving a financial or other advantage in connection with the
improper performance of a position of trust, or a function that is expected to
be performed impartially or in good faith.”
• Given directly or through intermediaries;
• Of any value, high or low; and
• In cash or non-cash form.
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Key terms explained
• Financial or other advantage:
• Money, gifts, vouchers and hospitality, promotional expenses, travel
expenses and accommodation costs, employing public officials or their
relatives, provision of services, making political or charitable donations.

• A relevant function or activity:
• Anything connected with the running of a business and any activity
performed in the course of a person's employment.

• Improper performance (of the relevant function or activity):
• Breach of an expectation that a person will act in good faith, impartially, or
in accordance with a position of trust.
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Offences under the Bribery Act 2010
• It is an offence;
• To offer, promise or give a bribe to another person (section 1);
• To request, agree to receive or accept a bribe (section 2);
• To bribe a foreign public official to obtain or retain business (section 6); and
• Where a commercial organisation fails to prevent bribery by a person acting
on its behalf, where the bribery was intended to obtain or retain a business
advantage for the commercial organisation (section 7).

16

Offence of bribing another person (section 1)
• This offence occurs when a person offers, promises or gives a
financial or other advantage to another person:
1. intending that advantage to bring about, or reward, improper performance
of a relevant function or activity;
2. where they know or believe that acceptance of the financial or other
advantage would itself constitute improper performance of a relevant
function or activity.
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Offences relating to being bribed (section 2)
•

•

This offence occurs when a person (R) requests, agrees to receive
or accepts a financial or other advantage:
1.

Intending that, as a result, a relevant function or activity is improperly
performed;

2.

Where R doing so itself constitutes improper performance by them of
a relevant function or activity;

3.

As a reward for the improper performance (by R or another) of a
relevant function or activity; or

4.

In anticipation of, or consequent on, R doing so, a relevant function or
activity is improperly performed, either by R or by another person at
R's request or with their assent or acquiescence.

‘Relevant function or activity' and 'improper performance' have the
same meanings as under BA 2010, s 1.
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Bribery of foreign public officials (section 6)
• A person is guilty of the offence if their intention is to influence a
foreign public official (FPO) in their capacity as a FPO.
• A FPO is an individual who:
• holds a legislative, administrative or judicial position of a country or territory
outside the UK; or
• exercises a public function:
• for or on behalf of a country or territory outside the UK; or
• for any public agency or public enterprise of that country or territory; or

• is an official or agent of a public international organisation, i.e. an
organisation whose members are any (including any mixture) of;
• countries or territories;
• governments of countries or territories; or
• other public international organisations.
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Bribery of foreign public officials (section 6) – facilitation
payments
• The offence of bribing a FPO occurs when a person:
• Offers, promises or gives any financial or other advantage to the FPO or to
another person at the FPO's request and the FPO is neither permitted nor
required by the law applicable to FPO to accept it;
• Intends to influence the FPO in the performance of their functions as a
public official; and
• Intends to obtain or retain business or an advantage.
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Territorial application
• An offence under sections 1, 2 and 6 of the Bribery Act 2010 is
committed if any act or omission forming part of an offence:
• takes place in the UK; or
• does not take place in the UK, but the act or omission would be an offence
if it took place in the UK, and the person concerned has a close connection
with the UK, i.e. they are:
• a British citizen;
• ordinarily resident in the UK; or
• a company incorporated in the UK.

• BA 2010, therefore, has extraterritorial effect. It applies to UK
businesses trading abroad, as well as to foreign businesses having a
trading presence in the UK.
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Potential offenders and penalties
• All three offences may be committed by;
• An individual;
• A corporate body; or
• A senior officer of a corporate body who consents or connives in the
commission of the offence by the corporate body.

• A senior officer means a director, manager, secretary or similar officer
of the corporate body, or a person purporting to act in that capacity.
• The following penalties apply for breach of BA 2010:
• Individuals may be subject to unlimited fines, and/or up to ten years'
imprisonment; or
• Companies may be subject to unlimited fines and may be barred from
public procurement in the UK.
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Commercial organisation offence (section 7)
• A commercial organisation is guilty of an offence if a person
associated with that organisation bribes another person, whilst
intending to obtain or retain business or a business advantage for that
organisation.
• The individual must commit an offence within the meaning of section
1 (bribing another person) or section 6 (bribing a foreign public
official) in order for the organisation to be guilty of an offence.
• “associated persons” includes:
• Employees;
• Agents;
• Contractors and suppliers;
• Volunteers;
• Joint venture partners; and
• Parent or group companies.
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Adequate Procedures Defence
•

Section 7(2) Bribery Act 2010

•

A commercial organisation has a defence to the offence of failure to
prevent bribery if it can show that it had in place “adequate
procedures” designed to prevent bribery.
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The Six Principles

Proportionality

Monitoring and
review

Top-level
commitment

The six
principles

Risk
Assessment

Communication

Due Diligence
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Policies re: Anti-Bribery
• Policy response to Anti-Bribery requirements usually comprise:• Code of Ethics
• Ethics Policy
• Anti-Fraud & Corruption Policy
• Gifts & Hospitality Policy
• Whistleblowing Policy
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Specific bribery risks
• Accepting a gift
• When could this amount to a bribe?

• Donations
• When could a donation amount to a bribe?

• Corporate hospitality
• When is it acceptable?

• Facilitation payments
• The risk with overseas workers or agents
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The Law – Fraud and Corruption
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The Fraud Act 2006 (FA 2006)
• Section 1 of the Fraud Act 2006 (FA 2006) creates a general offence
of fraud and introduces three ways of committing it:
• Fraud by dishonestly making a false representation (section 2).
• Fraud by dishonestly failing to disclose information when there is a legal
duty to do so (section 3).
• Fraud by dishonest abuse of position (section 4).
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The Fraud Act 2006 (FA 2006)
In each case:
• The defendant's conduct must be dishonest.
• Their intention must be to make a gain or cause a loss or the risk of a
loss to another.
• No gain or loss needs actually to have been made.
• The maximum sentence is ten years' imprisonment. Where the
"person" in breach of sections 2 to 4 is a company, those involved in
its management who have consented to or connived in the offence
are also guilty of it.
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The Fraud Act 2006 (FA 2006)

• Dishonestly making a false representation (section 2).
• "Representation" is not defined by the FA 2006. Therefore, it appears to be a
matter for the jury who are likely to give it its ordinary meaning.

• Dishonestly failing to disclose information when there is a legal duty to
do so (section 3).
• A person can be under a duty to disclose information from the express or

implied terms of a contract, from a statute or because of the nature of their
relationship with a third party.

• Fraud by dishonest abuse of position (section 4).

• The offence requires a person to occupy a position in which he is expected to
•
•
•
•

safeguard, or not to act against, the financial interests of another person.
Trustee and beneficiary.
Director and company.
Employee and employer.
Partners and within the family.
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Health & safety investigations
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Incident response
• Which regulators will be involved?
• The division of responsibility between:
• The Police
• The HSE
• Local authorities
• The Office of Road and Rail

• Single organisation with multiple activities and sites
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Crisis management
• Appointment of incident management team
• Making the site safe
• Reporting obligations – RIDDOR
• Informing other stakeholders
• Collection of evidence and internal investigations
• Is it privileged?

• Dealing with the investigating authority
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Inspectors’ powers
Powers derive from s19 of the HSWA 1974:
• To enter premises
• To make examinations and investigations
• To order an area be left undisturbed, take measurements,
photographs and recordings, to take samples and to take possession
of, and carry out tests on articles and substances
• To order a dangerous article or substance to be dismantled or
destroyed
• To require the production of, inspect and take copies of relevant
documents
• To require facilities and assistance to be provided
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Questioning of witnesses
• Section 9 Criminal Justice Act interviews
• No obligation to agree to interview or to provide a statement
• Cannot be used in evidence if objected to

• Section 20 HSWA interviews
• Inspector can require answers to be provided – failure to do so is an offence
• Answers to questions cannot be used in evidence against the interviewee
• Admissibility can be challenged

• Interviews under caution
• Questioning of a suspect
• Can be used to support a prosecution, provided the caution is given
• Interviewee is entitled to legal advice
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When does a change of use
require planning permission?
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Definitions used

• TCPA 1990 - Town & Country Planning Act 1990
• UCO 1987 – Town & Country Planning (Use Classes) Order 1987
• GPDO 2015 – General Planning Development Order 2015
Basic position under TCPA 1990 is that planning permission is required
to carry out any development on land.
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What is development?

“Carrying out of building, engineering, mining or other operations in, on,
over or under the land OR the making of any material change in the
use of any buildings or other land” s.55(1) TCPA 1990
This is modified by both UCO 1987 and GPDO 2015 which permit
certain changes of use
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What is development?
The following do NOT require planning permission under TCPA 1990:
• Use incidental to the enjoyment of a dwelling house (s.55(2)(d))
• Use for agriculture or forestry (s.55(2)(e))
• Change of use within the same use class (s.55(2)(f))
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What is a material change of use?

• Not defined in TCPA 1990 although the Act does give some examples
• GPDO 2015 gives permitted changes of use (Part 3 Schedule 2) by
reference to the UCO 1987 use classes
• Changes within the same use class are permitted without permission
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Article 4 direction

• Beware, as the Local Planning Authority or the Secretary of State
could make an article 4 direction restricting changes in use permitted
by GPDO 2015 or TCPA 1990
• Importance of carrying out a local search
• Specific obligations in a planning permission
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Assessing a material change of use

Factors to consider:
• Primary purpose of the land
• Mixed use
• Subdivision of uses
• Intensification of uses
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Inadvertent change of use

How to avoid?
Examples
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Team Details

Sarah Easton: sarah.easton@ts-p.co.uk
Kate Turnham: kate.turnham@ts-p.co.uk
Kate Jardine: kate.jardine@ts-p.co.uk
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Thank you
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